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Recent Massive WiFi Attack Explained 
 

On November 19, 2018, the Marriott management confirmed a significant hack into their 

reservation database.   Personal data including credit cards, passports, date of birth, etc. 

of 500 million people has been stolen. The Hotel management said it first became aware 

of a security breach in early September, but further investigation revealed unauthorized 

access to the guest reservation database dating back to 2014. 

 

The reality is that while Hotels seams less attractive than financial institutes, they’re 

hacked almost as often because of the high data value they store combined with weak 

security technology and procedures.  Most of the Hotel industry leaders have reported 

breaches, including Hilton Worldwide Holdings, InterContinental Hotels Group, and Hyatt 

Hotels. 

 

A different nonrelated event, on June 26, 2019, the Bloomberg report written by  Patrick 

Clark, was based on the exploits of a team of “white hat” hackers, employed to perform a 

penetration test (Pen-Test) to a Hotel Property Management System (PMS).  The Hotel 

management is using the PMS to charge credit cards, issues room key, access the loyalty 

program, etc. 
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https://www.nytimes.com/2018/11/30/business/marriott-data-breach.html
https://www.bloomberg.com/news/features/2019-06-26/the-hotel-hackers-are-hiding-in-the-remote-control-curtains
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The Pen-Test team searched for the easiest and most effective 'door' into the PMS. The 

first door was plugging the laptop into internet cable from the room’s smart TV.  This first 

attempt hasn't led them to gain PMS access, so they kept searching network ports 

including in the ceiling panel. The wired networks attempts did not open the expected 

door (the wired security was better than the team expected). 

 

Next, they turned on of their phone creating WiFi network naming it after the Hotel WiFi 

network (same SSID, a straightforward Rogue AP). Within 60 seconds, six guest devices 

joined the network. Of course, using a professional Rogue Access Point kits, such as 

'pineapple' could perfectly do the job and attract most of the Hotel guest to connect. 

This is already bad; however, they are after the Hotel's PMS.  All attempts so far, including 

investigating the IP range of this Hotel could not open the door to the PMS. 

 

The next target was the WiFi network. All they needed was a device that is authorized to 

connect to the PMS via authorized user information.  They scanned the WiFi network 

identifying  “Jamie’s iPad” as their victim. A series of disassociation de-authentication 

frames from multiple sources kicked it off the network.  Now, they spoofed the MAC 

address of the victim device, and hijack its communication. That's it, and they are in. 

 

The nature of WiFi attacks keeps them undetected. The WiFi traffic is not logged and 

therefore is difficult to detect. More, while the wired network has a rich set of security 
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tools, and everything is recorded, there are no many tools to detect and report WiFi 

attacks in real time, nor for later investigation. 

 

Referring to the massive Marriott attack, we don't know exactly how it happened; however, 

we know that they spent about five years inside the Hotel network, leaving no signs. 
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